SB 1250 (Alquist) — Medical Records: Confidentiality

Introduced February 23, 2012

This bill would amend the Confidentiality of Medical Information Act (CMIA) to require a
health care provider, health care service plan, or contractor, if there is a breach in the
security of a patient's personal or financial information, as specified, and that provider,
plan, or contractor is required to issue a breach notification, to offer in the breach
notification one year of free credit monitoring services to the patient.

Fiscal Impact: No state costs as a result of exempting all state agencies and the
University of California from the bill's provisions. Non-reimbursable local costs for
enforcement offset in part by fine revenue for violations resulting from the requirements
set forth in this bill.

Background: Under existing law, any person or business that conducts business in the
state, and that owns, licenses, or maintains computerized data that includes personal
information, is required to disclose any breach of the security of the system following
discovery or notification of the breach in the security to any resident of California whose
unencrypted personal information was, or is reasonably believed to have been, acquired
by an unauthorized person. Existing law specifies the timing and manner in which the
disclosure is required to be made, as well as the specific information to be included in
the security breach notification.

In addition to the general description of the breach incident, notices are required to
include the toll-free telephone numbers and addresses of the major credit reporting
agencies if the breach exposed a social security number or a driver's license or
California identification card number. Additionally, the security breach notification may
also include information about what the person or business has done to protect
individuals whose information has been breached and advice on steps that the person
whose information has been breached may take to protect him or herself.

Proposed Law: This bill would provide that when there is a breach in the security of a
patient's social security number, driver's license number, California identification
number, or financial information, and a health care provider, health care service plan, or
contractor is required to issue a breach notification under any applicable state or federal
law, the provider, plan, or contractor must offer in the breach notification one year of
free credit monitoring services to the patient. If the patient accepts the offer, the
provider, plan, or contractor would be required to provide the service to the patient. This
bill defines "financial information"” for purposes of this bill to mean credit card or debit

card numbers.






AMENDED IN SENATE MAY 15, 2012

SENATE BILL : No. 1250

Introduced by Senator Alquist

February 23, 2012

An act to-amend-Seetion—56-36-of add Section 56.08 to the Civil
Code, relating to medical records.

LEGISLATIVE COUNSEL’S DIGEST

SB 1250, as amended, Alquist. Medical records: confidentiality.

The Confidentiality of Medical Information Act requires that every
provider of health care, health care service plan, pharmaceutical
company, and contractor who creates, maintains, preserves, stores,
abandons, destroys, or disposes of medical records do so in a manner
that preserves the confidentiality of the information contained in the
records, and provides that negligence in conducting these activities may
result in damages or an administrative fine or civil penalty, as specified.
Existing law also makes a violation of these provision that results in
economic loss or personal injury to a patient punishable as a
misdemeanor.
This bill wouldp

andreperting serviee forone-year require a health care provider, health
care service plan, or contractor, if there is a breach in the security of
a patient’s social security number, driver’s license number, California
identification card number, or financial information and that provider,
plan, or contractor is required to issue a breach notification, to offer,
in the breach notification, one year of free credit monitoring services
to the patient. Because a violation of this requirement that results in

98



SB 1250 —2—

economic loss or personal injury to a patient would be punishable as
a crime, this bill would impose a state-mandated local program.

The California Constitution requires the state to reimburse local
agencies and school districts for certain costs mandated by the state.
Statutory provisions establish procedures for making that
reimbursement.

This bill would provide that no reimbursement is required by this act
for a specified reason.

Vote: majority. Appropriation: no. Fiscal committee: ne-yes.
State-mandated local program: no-yes.

The people of the State of California do enact as follows:

1 SECTION 1. Section 56.08 is added to the Civil Code, to read.:
2 56.08. If there is a breach in the security of a patient’s social
3 security number, driver’s license number, California identification
4  card number, or financial information and a health care provider
5  health care service plan, or contractor is required to issue a breach
6 notification pursuant to Section 1798.82 or any applicable federal
7 law, the provider, plan, or contractor shall offer, in the breach
8 notification, one year of free credit monitoring services to the
9 patient. If the patient accepts that offer, the health care provider,
10  health care service plan, or contractor shall provide the credit
11  monitoring service to the patient. For purposes of this subdivision,
12 “financial information” means credit card or debit card number.
13 SEC. 2. No reimbursement is required by this act pursuant to
14  Section 6 of Article XIII B of the California Constitution because
15 the only costs that may be incurred by a local agency or school
16 district will be incurred because this act creates a new crime or
17 infraction, eliminates a crime or infraction, or changes the penalty
18 for a crime or infraction, within the meaning of Section 17556 of
19 the Government Code, or changes the definition of a crime within
20 the meaning of Section 6 of Article XIIIB of the California
21 Constitution.
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